
IT SECURITY TRAINING FOR BRYCON EMPLOYEES

http://www.clearviewit.com/


C O R P O R A T I O N

1. Basic understanding of the threat landscape including 
the evolution of threats and  deterrence

2. The dangers of a breach to Brycon and its employees 
and business partners

3. How to create strong passwords
4. Tips for combatting attacks aimed at users

The purpose of this training is to provide Brycon employees 
with an overview of the IT security landscape, the threats 
posed to Brycon and its employees, and:
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A shortcut in the shape of a square or  
rectangle that goes on the start menu. Some Live 
Tiles  are live and display dynamic data (such as the
weather).

– One of these.  They normally denote either a
menu or an expansion of a menu.

– This is how you browse the file system 
and is  represented by this icon.

– The actual act of verifying 
login  credentials.

– A 
network of  Windows devices and servers 
that share a single  authentication database.

– Someone else’s computer.

– A locally stored copy of something that lives  
someplace else (like images on frequently visited  
websites).

Desktop
Laptop
Workstation
Mobile Device  Tablet
PC
Box
Computer
Tower
Convertible
Station
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WHO IS ATTACKING - ATTACKER 
PROFILES AND MOTIVATIONS
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Effect
Change Revenue Warfare

Nation States and Terrorists

Industrial 
Espionage

Influence 
Opinion
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Competitors and
Corporate Insiders

Corporate Spying
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Organized Crime

Revenue
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Personal 
Gratificatio

n (lulz)
Revenue Influence /

“Hactivism”

Individuals
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Fellow Employees

Revenue Revenge

Professional 
Advancement

Unintentional 
Disclosure



WHAT IS SENSITIVE DATA?
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Internal Communications
(email, IM, phone calls, 

schedules)

What other 
Brycon 

Internal data 
is 

considered 
sensitive?

Partner/ Vendor/Client 
Data, Intellectual 

Property, and 
Communications

HR Data
W2s & other IRS Forms

Payroll Data
Employee Health Data

BRYCON DATA
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Email 
Accounts

Banking data 
(online banking)

Instant 
Messenger

Social
Media

Private 
Health Data

Telemetry 
data

Smartphone 
app data

Biometrics Photos, videos, 
and audio 
recordings

Smarthome
control 

PERSONAL DATA
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PHYSICAL CONTROL AND ACCESS:

Printers Climate 
Control Equipment Webcams Microphones Denial of 

Service
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Capital Reputation Productivity Competitive 
advantage

Assets, 
revenue, 

and profits

Physical 
safety

Employees’ 
personal 

data
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The quality or state of 
being exposed to the 

possibility of being 
attacked or harmed, 
either physically or 

emotionally.

A software tool 
designed to take 

advantage of a flaw in a 
computer system, 

typically for malicious 
purposes such as

installing malware.

A vulnerability that is 
unknown to the 

vendor.

What is Vulnerability?
What is an Exploit?

What is a Zero-Day 
Vulnerability?
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Microsoft 
Windows

Microsoft
Office

Java, Flash 
Player, Adobe 

Acrobat Browser, Add-
ins, Extensions

Network-
Connected 

Device
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GOALS OF AN ATTACK:

Malicious 
Code 

Execution

Credential 
Harvesting Payment Control / 

Manipulation Data theft Denial of 
Service
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ATTACK VECTORS

Phishing
Spear Phishing Attack

Whaling Attack
Infected USB device

Social Engineering:

W2
Wire Transfers

Endangered family member
IRS/Microsoft

Android apps  Internal 
Employees

Lost/Stolen Device 
(laptop/smartphone/tablet)
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•Perimeter scanning, analysis, and filtering of Internet traffic (based on destination and payload)
•Windows end-point (Desktop PCs, laptops, Surface Pros) perform behavior-based malware scanning 
and DNS/IP-based network filtering
•Windows Server real-time signature-based virus scanning
•Email server antivirus/antimalware/antispam scanning and filtering as well as reputation-based 
sender checks
•Purchase/install the latest versions of Windows and Microsoft Office
•Automatically patch Windows, Microsoft Office, and major 3rd-party applications (e.g. Adobe 
Reader, Java, Flash, Chrome, etc.)
•Local Administrator rights are restricted (most groups)
•Windows Group Policies are customized to restrict the ability of malware to run
•Full server and data backups are performed automatically every day and stored offsite
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Password Patching (Updating) Employee Training
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Length
(Comic)
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Contains any of the following 
(in any form):

- Brycon
- Construction
- User’s name
- User’s job title (including 

abbreviations)
- User’s site name (e.g. FAB6, 

Ocotillo, Tesla, Intel, AZI, 
etc.)

- Physical location or building 
name

Utilizes an easily guessable 
sequence (e..g qwertyuiop, 
1q2w3e4r5t, 123qwe, zxcvbnm)

Utilizes any of the following passwords 
from the "Worst Passwords of 2016" list:

- 123456
- password
- 12345
- 12345678
- football
- qwerty
- 1234567890
- 1234567
- princess
- 1234
- login
- welcome
- solo

- abc123
- admin
- 121212
- flower
- passw0rd
- dragon
- sunshine
- master
- hottie
- loveme
- zaq1zaq1
- password1
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Contains only a single word that can be found in a dictionary, 
including foreign language, or exists in slang, dialect, or jargon

Contains personal information such as birthdates, addresses, 
phone numbers, or names of family members, pets, friends, and 
fantasy characters

Contains common words spelled backward, or preceded or 
followed by a number (for example "Password1")
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• Confirm maximum length and 
allowed characters when 
creating a new password

• Use 2-Factor authentication 
when available

• Use a password manager (e.g. 
LastPass)

• Focus on length over 
complexity

• Sync Passwords between sites 
or services

• Reuse passwords (even if a 
number is change such as 
"New user10" to "New user11")

• Share passwords with co-
workers

• Use easy to guess/research 
answers to secret questions

DOS DON’TS



C O R P O R A T I O N

Browser Add-in User-Installed Software Android / iOS Updates

Smartphone App Updates Uninstall unused software
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Be very careful with what you click

Searching Google, Bing, 
and Yahoo Social Media Website URL shortening 

services

Exercise caution when clicking 
links, especially when searching 

high-risk topics (e.g. pop culture)

Like-jacking: occurs when criminals 
post fake Facebook “like” buttons to 

webpages. Users who click the 
button don’t “like” the page, but 

instead download malware

Link-jacking: this is a practice used 
to redirect one website’s links to 

another which hackers use to 
redirect users from trusted websites 
to malware infected websites that 
hide drive-by downloads or other 

types of infections.

bit.ly, goo.gl, tinyurl.com can 
mask malicious URLs
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Be very careful with what you click

Using address bar
(versus searching) HTTP versus HTTPS
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Set Screen locks on 
Android/iOS devices

Immediately report 
lost or stolen devices

Don't root your 
phone

Only install software 
from trusted sources
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Junk Email Email Properties Macros

screenshot here screenshot here screenshot here
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screenshots here
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Cover unused webcams 
with electrical tape

Avoid using USB storage 
media

Avoid using open WiFi, 
especially with non-HTTPS 

sites


